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Fusion Center. It provides open source news articles and information on terrorism,
crime, and potential destructive or damaging acts of nature or unintentional acts.

Articles are placed in the Anti-Terrorism Summary to provide situational awareness for

local law enforcement, first responders, government officials, and private/public
infrastructure owners.
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like to see in the summary please send the information to ndfusion@nd.gov
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NORTH DAKOTA

Red River flooding solution is a problem to some. Although the Red River’s swollen waters have long
tormented this city and the region straddling North Dakota and Minnesota, the severity of flooding
last spring galvanized leaders here to come up with a solution in a S1 billion water diversion project.
But as memories of the floods of 2009 — the images of farmhouses surrounded by miles of water —
begin to fade, there are signs that the consensus may be tested. A Red River diversion plan is seen as
benefiting cities. The project would create a large-scale diversion channel, essentially sending some
part of the water off on a man-made path, around the neighbor cities of Fargo and Moorhead,
Minnesota. The sensitive question, though, is where the water should go. Residents of the small,
sugar beet farm towns near Fargo fear that any diversion would, in sparing the larger cities, send
extra floodwaters straight for them. “There’s only one place for it to go — our way — and we can’t
take anymore, believe me,” said mayor of Perley, Minnesota, population 111, one of the towns
sprinkled along the river, some of which found themselves isolated for nearly two months last spring
because of floodwaters. “Fargo and Moorhead are the big guns,” she said. “We don’t have the
people. We don’t have the money. But this is going to affect all the little towns.” Leaders here say
there is little time for disagreement. The United States Army Corps of Engineers expects to complete
an analysis of the alternatives by February, and there is hope that federal approval — and 65 percent
of the cost, in federal money — can be secured in 2010. Source:
http://www.nytimes.com/2009/12/30/us/30flood.htm|? r=1&ref=us

REGIONAL

Nothing Significant to Report

NATIONAL

Tennessee — Man Charged with Terrorism

A man who allegedly claimed he wanted to start a holy war in Memphis will return to court Jan. 11 on
charges of threatening to blow up several businesses on Christmas Day. Mohamed Ibrahim, 35, is
charged with commission of a terrorist act, false reporting and disorderly conduct. He is in the Shelby
County Jail on a $50,000 bond. The case has been referred to the FBI in Memphis for further
investigation, according to the charges. Friday afternoon, Memphis police dispatchers issued an alert
that a man driving a black Chrysler PT Cruiser had threatened to "blow up the business" at 300
Poplar, a BP gas station. A Memphis officer stopped the vehicle at Front Street and Jackson Avenue.
The driver refused to identify himself to police, and appeared to be hiding something, according to
the arresting officer. After Ibrahim was arrested and placed in a police cruiser, he began cursing
police and attempting to kick out the windows, according to the charges. Officers subdued him with
pepper spray. Police determined that Ibrahim had earlier that day made threats to blow up seven
other businesses around town, according to the charges. Memphis police bomb squad officers
checked the vehicle for explosives, then towed it to the impound lot. An FBI agent called to the scene
recovered three cassette tapes described as "Islamic" in a police affidavit, and took the GPS from the
vehicle. Court records show that Ibrahim had been arrested two days earlier with a 10-inch butcher
knife concealed in his jacket sleeve and charged with unlawful possession of a weapon. He was
released on $100 bond. That day, Ibrahim had threatened other businesses and "stated he was a
Muslim, and wanted to start jihad here in Memphis," according to the weapon charge.
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Source: Chicago Police Department — Counter Terrorism Section (CTS) 29 December 2009

INTERNATIONAL

British cargo ship and Singapore chemical tanker hijacked by pirates off Somali coast. A cargo ship
and a chemical tanker have both been hijacked by pirates in the perilous waters off the coast of
Somalia, bringing to four the number of ships seized in the past week, officials said January 2. The
British-flagged Asian Glory was taken late January 1 roughly 600 miles east of Somalia, said a
spokesman with the European Union task force charged with combating piracy off Somalia. The same
day, the Singaporean-flagged Pramoni, a chemical tanker with a crew of 24, was seized by pirates in
the heavily defended Gulf of Aden. The spokesman said the Asian Glory’s crew of 25 — from Ukraine,
Bulgaria, India, and Romania — appeared to be safe and that the pirates had not yet made contact
with the ship’s owner, Zodiac Management Agencies. “The standard procedure for the pirates is to
get the ship back to their stronghold and then contact the owner,” he said. “l don’t know yet where
the ship is bound.” He said the Asian Glory was headed for, but had not yet entered, the
internationally recognized travel corridor patrolled by the European Union when it was hijacked.
Officials said the Pramoni was traveling east toward India when it was seized. The ship’s master
radioed that the crew — from Indonesia, China, Nigeria, and Vietham — was safe. The vessel is now
also heading toward Somalia. Source:
http://www.google.com/hostednews/canadianpress/article/ALegM5il6cwVdK1DxwN8dB2Na 5TEip-
kQ

Somali pirates fire at Kuwaiti oil tanker. Heavily armed Somali pirates fired on a Kuwaiti oil tanker
near the Arabian Sea on December 30 in an attempt to hijack the vessel, a global maritime watchdog
said. The head of the International Maritime Bureau piracy reporting center in Kuala Lumpur told AFP
that pirates armed with automatic weapons and rocket-propelled grenades launched the attack from
a skiff off Somali waters. “The Somali pirates chased the tanker and sprayed bullets early Wednesday
in a bid to hijack the ship,” he said. “Fortunately, the tanker managed to escape the pirates,” he said,
adding there were no reports of injuries to the crew. He urged seafarers to be on high alert as pirates
were attacking ships on “all fronts.” “Pirates are expanding their areas of attack. They are now
operating in the Gulf of Aden, Arabian Sea and in the Indian Ocean,” he said. National oil
conglomerate Kuwait Petroleum Corp. said later that none of its large fleet of tankers had been
attacked, but an industry source told AFP the vessel in the report could belong to a private company
based in the emirate. Several other Gulf and pan-Arab oil tanker companies are based in Kuwait.
Somali pirates captured a freighter, bulk carrier and a chemical tanker recently, defying foreign
warships patrolling the Gulf of Aden and ending the year with millions in ransom. The marauding sea
bandits’ latest catch was the St James Park, a British-flagged chemical tanker with a crew of 26 from
nine different countries, which was seized on December 28. Source:
http://www.google.com/hostednews/afp/article/ALegM5gIt7--

Prosecutors question 10 men in connection with oil tanker plot. State Security Court (SSC)
prosecutors on December 29 questioned 10 men suspected of attempting to blow up oil tankers
heading from Jordan to Irag, their attorney said on December 30. “l was contacted by their families
and have met them once. | will meet with them again today to check on them and learn more
details,” a lawyer told the Jordan Times. The attorney said the 10 men, all in their 20s and 30s, were
arrested by security forces in Jordan almost a month and a half ago. He said he expects the SSC
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prosecution to finish preparing the charge sheet against the suspects next week. Source:
http://www.jordantimes.com/?news=22747

Dutch to use full body scanners for US flights. The Netherlands will immediately begin using full body
scanners for flights heading to the United States to prevent future terrorist attacks like the foiled
Christmas Day attempt. In a preliminary report on Wednesday, the Dutch government said the plan
to blow up the Detroit-bound aircraft was professional but called its execution “amateurish.” A Dutch
official said the terrorist apparently assembled the explosive device, including 80 grams of PETN, in
the aircraft toilet, then planned to detonate it with a syringe of chemicals. Amsterdam’s Schiphol has
15 body scanners, but their use has been limited because of privacy objections that they display the
contours of the passenger’s body. Neither the European Union nor the U.S. have approved the
routine use of the scanners. New software, however, eliminates that problem by projecting a stylized
image onto a computer screen, highlighting the area of the body where objects are concealed in
pockets or under the clothing and alerting security guards. Two scanners have been experimentally
using that software since late November and the Dutch said those will be put into use immediately.
All scanners will be upgraded within three weeks so they can be used on flights to the United States.
Source: http://www.forbes.com/feeds/ap/2009/12/30/general-us-airliner-attack 7242706.html

Somali Arrested at Airport with Chemicals, Syringe in November (Terrorism TTP)

A man tried to board a commercial airliner in Mogadishu last month carrying powdered chemicals,
liquid and a syringe that could have caused an explosion in a case bearing chilling similarities to the
terrorist plot to blow up a Detroit-bound airliner. The Somali man was arrested by African Union
peacekeeping troops before the Nov. 13 Daallo Airlines flight took off. It had been scheduled to travel
from Mogadishu to the northern Somali city of Hargeisa, then to Djibouti and Dubai. The Somali man
had a syringe, a bag of powdered chemicals and liquid — tools similar to those used in the Detroit
attack. The substances seized from the Somali passenger are being tested. The Somali man had a 2.2-
pound package of chemical powder and a container of liquid chemicals. The man had a white
shampoo bottle with a black acid-like substance in it. He also had a clear plastic bag with a light green
chalky substance and a syringe containing a green liquid. The powdered material had the strong scent
of ammonia.

http://abcnews.go.com/International/wirestory?id=9447429&page=1

Pirates grab U.K. ship off Somali coast. Somali pirates hijacked a U.K.- flagged chemical tanker and its
26 crew in the Gulf of Aden, the first successful attack on a merchant ship in the heavily patrolled sea
channel in almost six months. The St. James Park had registered its position with the European Union
anti-piracy force though it had not joined a group transit, a spokesman for the force said in a
telephone interview. It was seized Monday due north of the Somali port of Boosaaso, he said. The St.
James Park was sailing to Thailand from Spain, and is now believed to be heading for the eastern
coast of Somalia, the head of East Africa Seafarers’ Assistance Program said by phone from the
Kenyan port city of Mombasa. Its 26-man crew includes Russians, Filipinos, Bulgarians, Indians, Turks,
Ukrainians, a Georgian and a Pole, the EU said. The ship is owned by Philbox Ltd. Pirates Monday
hijacked the bulk carrier Navios Apollon as it was sailing in the Indian Ocean, 240 nautical miles east-
northeast of the Seychelles, the Greek government said. The Panama-flagged Navios Apollon,
carrying a cargo of fertilizer, has a Greek captain and 18 Filipino crew members; it was sailing from
Florida to India, a spokeswoman for the Citizen Protection Ministry in Athens said in a telephone
interview. The 2000-built vessel, with a carrying capacity of 52,073 deadweight tons, belongs to the
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Angeliki Frangou-led Navios Maritime Partners. Pirates have also released two ships this week, the
Chinese bulk carrier De Xin Hai and the Singapore-flagged container ship Kota Wajar. Source:
http://www.businessweek.com/globalbiz/content/dec2009/gb20091229 798044.htm

BANKING AND FINANCE INDUSTRY

Phishers prefer Paypal, Visa, eBay and Amex. Compared to the first half of 2009, the amount of
phishing messages has remained relatively unchanged, although phishers have switched their focus
to institutions that could bring them the most profit in the shortest timeframe. This is one of the
results of BitDefender’s malware and spam survey. Primary targets are PayPal, Visa and eBay,
followed by HSBC, American Express, and Abbey Bank. Ally Bank and Bank of America rank last with a
little over one percent of the total amount of phishing messages. These messages mostly target
English-speaking computer users who are using the services of at least one of the institutions
previously mentioned. BitDefender Labs found that most web 2.0 phishing attempts in the first half of
2009 relied on social engineering schemes and speculated user naivety. The Twitter Porn Name scam
is a good example. Users were invited to reveal their first pet name, as well as the first street on
which they lived. These names are usually employed as backup/security questions. An e-crook
possessing a person’s username along with these “clues” can easily retrieve a password that he or
she can later employ to access the account and send spam, access transactions, or use the account in
whatever way necessary to make a profit, including demanding a ransom for release of the hijacked
account. Source: http://www.net-security.org/secworld.php?id=8660

Man uses ‘bomb’ to rob Bunnelll bank. An unidentified man put a strange cylinder on the counter at
a Bank of America and told the teller it was a bomb, quietly demanding money on December 31. The
man fled the bank branch on E. Moody Blvd. just after 11:30 a.m. with an undisclosed amount of cash
— and left the package behind. The teller raised the alarm and customers and bank employees were
informed of what had happened. Local law enforcement officers shut down the streets around the
bank for several hours on December 31 while the St. Johns County Sheriff’s Office bomb squad
checked out the pipe-like package that was covered in electrical tape. A nearby business was also
evacuated and no one was allowed within 500 feet of the bank — including stranded customers and
workers whose cars were in the bank parking lot. Just before 3 p.m., the bomb squad “neutralized”
the package inside the building by blowing it up in a protective container, the Bunnell police chief
said. Source: http://www.news-
journalonline.com/NewsJournalOnline/News/Flagler/flaHEAD03010110.htm

Suspect robs Delaware County bank using a bomb threat. The bomb squad was called to the scene
after reports of a bank robbery in Delaware County Wednesday morning. Police said a suspect
entered an M&T Bank on Hinkley Avenue in Ridley Park at about 9:30 a.m. and told the teller he had
a bomb. After receiving an undisclosed amount of cash, the suspect fled the scene. Following the
robbery, police shut down the area surrounding the bank and called the Delaware County Bomb
Squad as a precaution. No explosives were located. No arrests have been made. The incident remains
under investigation. Source: http://cbs3.com/topstories/bomb.bank.robbery.2.1397204.html

Suspicious package was bag of trash, officials say. Authorities determined a suspicious package
found at a North Side bank Wednesday morning was a paper bag full of trash, said a San Antonio Fire
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Department spokeswoman. Employees arriving to work at Chase Bank in the 12500 block of
Northwest Military Highway and Wurzbach Parkway called 911 around 7 a.m. after they found a small
bag in the bank’s drive-through automated teller machine lane. San Antonio Fire Department officials
said the bag appeared to be from Las Palapas and had a note attached to it that says, “Open if you
want a surprise.” The department’s hazardous materials crew, along with San Antonio Police
Department’s bomb squad, investigated the package. Source:
http://www.mysanantonio.com/news/80340842.html

Laptop theft puts MBNA customers at risk. MBNA has confirmed that customer data has been
compromised following the theft of a laptop from the offices of credit and finance firm NCO Europe.
According to SC Magazine, the laptop contained some personal details, but no PIN numbers. An
MBNA spokesman said they believe that none of the details had been used fraudulently. Still, the
company is offering affected customers free access to CreditExpert from Experian for the next 12
months.

Source: http://www.itbusinessedge.com/cm/community/news/sec/blog/laptop-theft-puts-mbna-
customers-at-risk/?cs=38435

lowa phone scam poses as credit union call. Nevada residents who have not yet gotten a phone call
from a scammer posing as a credit union can expect one soon. Police say a scam to get people to give
out banking or credit card information is making its way through every phone number in Nevada,
lowa. The recorded call purports to come from a Nevada credit union, but police say the credit union
is unaware of the phone calls and is unaffiliated with the scam. Police say the calls are using “caller ID
spoofing,” which allows their number to appear as a legitimate business. Because the scam likely
crosses international borders, police say it will be difficult to prosecute, and any money lost to the
scam will be nearly impossible to recover. Source:
http://www.kwgc.com/Global/story.asp?S=11741849

SECU members fall victim to skimmers. In Raleigh, an investigation is under way after about 300
people had money skimmed from their State Employees Credit Union account. A SECU member said
she got a call from the credit union on Christmas Day telling her she was a victim of skimming. Her
account was skimmed by using her SECU debit card at a gas station. “This type of thing happens all
the time, unfortunately,” the senior vice president of SECU’s card and record services department
said. She advises SECU members to pay careful attention to their bank activity and credit card
statements and report any irregularities or suspicions to police. “Any time you’re using a device
anywhere, using your card, look for something unusual,” she said. Skimming devices are often color
coordinated, making them difficult to spot on ATMs. Finding the skimming device on a gas pump is
virtually impossible as it is often hidden on the inside. “Some of the more common ways to hide them
is put an envelope holder close to the ATM, or what looks like an envelope holder with a small pin
hole in it, and a small camera mounted inside. Sometimes they’re mounted overhead,” said a
spokesman for the Raleigh Police Department. SECU officials said the recent thefts likely happened at
gas stations and not by using their ATM machines. It is not yet clear if other banks or customers are
affected. Source: http://www.wral.com/news/local/story/6700487/

Suspicious packages found outside Tigard Bank. Two suspicious packages prompted the evacuation
of a bank in Tigard on Monday, police said. The packages — two stacked cardboard boxes — were
discovered near an ATM outside the Bank of America at Southwest Greenburg Road and 99W at
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about 2:30 p.m. The Portland bomb squad X-rayed the boxes, which were determined to be full of
garbage. The boxes were considered suspicious because of an attached note, Tigard police said. The
note was not threatening, police said, but officers would not go into detail. The evacuation order for
the bank was also lifted. Source: http://www.kptv.com/news/22075719/detail.html

Hawthorne bank robber linked to bomb hoax in Starke. A bank robber, who used a fake bomb to
hold up a Starke bank last week, apparently struck again at a Hawthorne bank Monday. The man used
the same tactic to rob the M&S Bank, 6875 S.E. 221st St., at about 11:30 a.m., the Alachua County
Sheriff’s Office reported. The suspect entered the business, got cash, and left behind a suspicious
package, said the Sheriff’s Office spokesman. No one was injured during the robbery. But bank
employees and customers left the building after the robber left behind a suspicious container. People
in nearby buildings also were evacuated while the Sheriff’s Office bomb squad was called out to
determine whether the package inside the bank was a bomb. The package, described as leather-type
case that resembled a shaving kit, was not a bomb, the Sheriff’s Office spokesman said. He did not
elaborate further on what the container looked like but said, “It had something that led them to
believe that it could be possibly an explosive device.” Monday’s robbery mirrored reports from a
Starke bank robbed last week. In that case, a man left a device with protruding wires at the Capital
City Bank, 350 N. Temple Ave., on December 22. He walked up to the teller and demanded S50 and
$100 bills and left on foot with the stolen cash. The Jacksonville Sheriff’s Office Bomb Squad was
called in and later determined the device was not a bomb. Police in Starke still are searching for the
robber in that case, said a police spokesman. After officers from the different agencies reviewed the
two cases, the Alachua County Sherriff’s Office spokesman said they “definitely” believe they are
dealing with the same suspect. Source:
http://www.gainesville.com/article/20091228/ARTICLES/912289970/1002

CHEMICAL AND HAZARDOUS MATERIALS SECTOR

No damage to US Southwest reactors from quake. A moderate earthquake that rattled both sides of
the U.S.-Mexican border caused no damage to nuclear power plants in nearby Arizona and California.
However, workers at the Palo Verde nuclear plant in Arizona, about 50 miles west of Phoenix, felt the
5.8-magnitude quake on Wednesday, the plant’s owner told the U.S. Nuclear Regulatory Commission
(NRC). The earthquake did not register on the plant’s seismic monitoring equipment. The 3,872-
megawatt plant declared an unusual event, which is the lowest of the NRC's four emergency
classifications. Workers found no unusual conditions or damage to plant equipment. All three
reactors at Palo Verde continued to operate at full power throughout the event. Source:
http://www.reuters.com/article/idUSN3124363020091231?type=marketsNews

COMMERCIAL FACILITIES

U.S. warns of possible ‘attack to Bali tonight.” The U.S. Embassy warned Thursday of a possible New
Year’s Eve terrorist attack on Indonesia’s Bali Island, based on information from the popular resort’s
governor, but security officials said they were unaware of a threat. An embassy e-mail to U.S. citizens
guoted the island’s governor as saying, “There is an indication of an attack to Bali tonight.” An
Indonesian police spokesman said the department had no information about a specific threat on Bali
and that security was in place to ensure festivities would be safe. The embassy said U.S. citizens
should monitor local media and be aware of possible threats in the world’s most populous Muslim-
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majority nation. “While Indonesia’s counterterrorism efforts have been ongoing and partly successful,
violent elements have demonstrated a willingness and ability to carry out deadly attacks with little or
no warning,” the e-mail said. An embassy spokeswoman said the warning had been widely distributed
to restaurants and cafes by the Bali Tourism Board. But the Bali Tourism Board head said he “never
issued such a statement or letter regarding the threat of terrorist attacks.” Source:
http://www.msnbc.msn.com/id/34640719/ns/world news-asiapacific/

Suspicious package sent to attorney’s office. A building in downtown Columbia had to be evacuated
on Wednesday afternoon after a suspicious package was sent to an attorney’s office, said the Maury
County Sheriff’s Department. The building was evacuated after an envelope, which contained a white
powder, was sent to the office of a known attorney. There is no report of injuries, but about 15
employees were quarantined most of the afternoon. Some of those who were evacuated had to go
through a detoxification process. Preliminary tests indicate the substance is not harmful, but
investigators are still waiting to do more thorough testing. At about 5:30 p.m., everyone but the
people who had contact with the envelope was allowed to leave the area. The Joint Terrorism Task
Force is investigating. Source: http://www.wsmv.com/news/22092016/detail.html

No bomb in Times Square; Nasdaq workers return. New York City’s Times Square has been reopened
to traffic — and employees, including those at Nasdaq headquarters, returned to their offices — after
a bomb squad found no explosive devices in an abandoned van parked in the area. The squad used a
robot-based camera to approach the vehicle and open it Wednesday. Police say they found clothing
inside. The area around 42d Street between Seventh Avenue and Broadway was briefly blocked off as
a precaution, and two high-rise buildings home to Nasdag and Conde Nast were partially evacuated.
“In regard to events at the Nasdaq Market Site, trading at Nasdaq is unaffected. All Nasdaq systems
are operating normally,” said an announcement posted on the Nasdag Web site at 1:10 Wednesday
afternoon. The van has tinted windows, and a placard from a nonexistent law enforcement agency is
on the dashboard. It has no license plates, but a temporary registration was found inside the van and
officers are trying to locate the owner. Police officers on patrol noticed the van around mid-morning
Wednesday. Security is tight as the New Year approaches. Source:
http://www.philly.com/inquirer/breaking/business breaking/20091230 No bomb in Times Square
Nasdag workers return.html

Gunman, other man dead after California casino standoff. A California sheriff says a man who was
fired from his job at an Indian casino last month shot and killed a man in the gaming commission’s
security office, then fatally turned the gun on himself. The sheriff says the bodies were discovered
Tuesday afternoon when deputies sent two robots inside the office at the Barona Resort and Casino
after an hours-long standoff. The shooting did not take place in the casino section of the popular
resort, which is 30 miles northeast of downtown San Diego. The gaming floor stayed open during the
ordeal. Officials say it began when the 38-year-old man burst into the office with a gun and ordered
three secretaries to leave. A sheriff’s spokeswoman says witnesses heard three shots. Officials have
not released any details about the victim. Source:
http://www.lasvegassun.com/news/2009/dec/29/gunman-other-man-dead-after-calif-casino-
standoff

About 80 offered antibiotics after anthrax scare in Durham. About 80 people will be offered
antibiotics and the anthrax vaccine after tests confirmed the presence of the disease at the
drumming room of the Waysmeet Center. The medicine is being offered to people who took partin a
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West African drumming event at the center on December 4 and another 20 who had access to the
building, along with two lab workers at risk of exposure. Meanwhile, the young Strafford County
woman who attended the event and has tested positive for gastrointestinal anthrax — the first such
case in U.S. history — remains in critical condition at an undisclosed out-of-state hospital. An adviser
to New Hampshire’s division of public health services, said the state is contacting those 80 people
and is merely offering the medicine, which is typically taken for 60 days, out of precaution because
“this is a very low-risk situation.” So far, health officials believe “vigorous” drumming may have
dispersed an anthrax spore into the air, where it was “briefly suspended” before the woman
swallowed or inhaled it, causing it to end up in her digestive tract, the advisor said. The center is
home to United Campus Ministry that is independent of the University of New Hampshire but offers a
residential community for students. It remains closed per an order of the state Department of Health
and Human Services. The advisor said environmental samples taken from electrical outlets in the
drumming room came back positive for anthrax late Monday. Source:
http://www.fosters.com/apps/pbcs.dll/article?AlD=/20091230/GJNEWS 01/712309957/-
1/FOSNEWS

COMMUNICATIONS

AT&T down: Network service outages. A number of reports indicate that AT&T is suffering from
network outages that are affecting users. 3G cell phone users in Norwalk, Connecticut, Keller, Texas,
Ville Platte, Louisiana, Los Angeles, California, and Orange County, California, have all mentioned
service outages when attempting to use their phones. There have also been reports of SMS outages
due primarily to heavy load, although it appears that issue may now be cleared up. Source:
http://www.timesoftheinternet.com/briefs/att-down-network-service-outages/

Cracked GSM Security Code Could Force Mobile Network Upgrades

Mobile phone operators may be forced to upgrade their networks to improve security after hackers
claimed to have cracked the code protecting the global system for mobile communications (GSM).
More than three billion mobile phone users in 212 countries that use GSM could be vulnerable to
eavesdropping by hackers using relatively inexpensive equipment, according to the Financial Times.
But users of newer 3G phones are unaffected as these devices use a stronger encryption code. The
code was cracked by a team led by German cryptographer Karsten Nohl with the aim of forcing
operators to upgrade security. Nohl said the A5/1 encryption code for the GSM system was
developed in 1988 and should have been replaced 15 years ago. Full Article:
http://www.computerweekly.com/Articles/2010/01/04/239794/cracked-gsm-security-code-could-
force-mobile-network.htm

Wireless phone companies pushing to use federal, defense frequencies. As mobile phones become
more sophisticated, they transmit and receive more data over the airwaves. But the spectrum of
wireless frequencies is finite — and devices like the iPhone are allowed to use only so much of it. TV
and radio broadcasts, Wi-Fi networks, and other communications services also use the airwaves. Each
transmits on certain frequencies to avoid interference with others. Now wireless phone companies
fear they are in danger of running out of room, leaving congested networks that frustrate users and
slow innovation. So the wireless companies want the government to give them bigger slices of
airwaves — even if other users have to give up rights to theirs. Wireless companies are eyeing some
frequencies used by TV broadcasters, satellite-communications companies, and federal agencies such
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as the Pentagon. Already, some of those groups are pushing back. That means tough choices are
ahead. But one way or another, Washington will keep up with the exploding growth of the wireless
market, insists a U.S. Representative from Virginia. He is sponsoring a bill that would mandate a
government inventory of the airwaves to identify unused or underused bands that could be
reallocated. The head of the National Telecommunications and Information Administration, the arm
of the Commerce Department that manages the federal government’s use of the airwaves, says the
agency is also hunting for more frequencies the wireless industry can use. The Pentagon has vacated
some frequencies and is developing technology that can make more efficient use of airwaves. It also
says it is committed to finding compromises that work for the government and commercial sector, so
long as those do not jeopardize military capabilities. Source:

http://www.nextgov.com/nextgov/ng 20091228 6508.php

Verizon customers losing their patience. At least 5,000 Verizon customers still were without phone
service Monday, 10 days after a winter storm downed power and phone lines across West Virginia.
The company does not know when phone service will be restored to all its customers. A Verizon
spokesman said there were 5,000 open repair requests, a number that likely gives a low ballpark
figure of the total outage. On Monday, there were roughly twice as many people in the state without
phone service as without power. By afternoon, about 2,700 customers were still without power,
down from the 100,000 customers who were powerless at the beginning of last week, according to
the state division of emergency management. Some of those outages Monday were because of
Sunday night’s winds. Verizon’s spokesman said the number of people without phone service did not
approach the number of people without power. Part of the reason for the lag between people getting
their power back and still having their phone off comes from the practice the phone company has of
working after power crews for both safety and technical reasons. Verizon also has fewer workers on
hand than American Electric Power. In the Charleston area alone, more than 160 power company
crews and nearly 800 people from more than 20 companies in more than a half dozen states worked
during the holidays to restore power, an AEP spokesman said. Verizon, by contrast, has about 300
technicians working to restore phone service in West Virginia, company officials said. Not many of
them are from out of state and, instead, the company is shifting technicians from the northern part of
West Virginia into the southern part, where the damage has been the most extensive. Source:
http://www.dailymail.com/News/statenews/200912280483?page=18&build=cache

CRITICAL MANUFACTURING

Recall alert: 2009 Audi Q5. On the heels of an announcement that Audi will offer a Q5 hybrid in 2011,
the German automaker has issued a recall on the 2009 Q5 SUV. The recall, which is the model’s first,
affects more than 6,000 SUVs produced between November 25, 2008 and June 4, 2009. It concerns a
defective pillar trim cover clip that can pose a danger during airbag deployment. According to the
National Highway Traffic Safety Administration’s recall notice, the A-pillar trim could “become loose
when the sideguard head protection airbags deploy during crash. If this happens, a loose trim piece
could injure the front seat occupants of the vehicle.” Source:
http://www.phillyburbs.com/news/news details/article/92/2009/december/30/crane-catches-fire-

at-port.html
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Class action filed against gun manufacturer for defective trigger. Texas lawyers are seeking class
action status for a lawsuit recently filed in Arkansas which alleges some Remington rifles contain
defective triggers. Seeking more than $5 million in damages, attorneys from Dallas and Houston filed
a suit against Remington Arms Co. on December 10 in the El Dorado Division of the Western District
of Arkansas. On behalf of the proposed class, the plaintiff alleges that Model 700 Remington’s contain
a “dangerously defective ‘Walker’ fire control system that may (and often does) fire without a trigger
pull upon release of the safety, movement of the bolt, or when jarred or bumped.” The class will
include those individuals who have purchased a new Remington model 700 bolt action rifle that
contains a Walker control fire system within the last five years or who currently own the gun. The
lawsuit will not include any claims of personal injury. The lawsuit alleges that Remington negligently
continues to place the Walker fire control design in guns, although it has designed a new trigger
mechanism that is installed into some of its other rifles. Source:
http://www.setexasrecord.com/news/223875-class-action-filed-against-gun-manufacturer-for-
defective-trigger

GM recalls 22,000 Corvettes. General Motors is recalling some 22,000 Chevrolet Corvettes, because
of potentially leaky roofs, National Highway Traffic Safety Administration (NHTSA) said December 30.
The recall includes 2005-2007 model year Corvettes with removable roofs and 2006-2007 Corvette
Z06s. GM'’s recall includes 2005-2007 model year Corvettes with removable roofs and 2006-2007
Corvette Z06s. A problem with the adhesive between the roof panel and the frame could cause them
to pull apart, the agency said. “If there is a complete separation, the roof panel may detach from the
vehicle,” according to the NHTSA. “If this were to occur while the vehicle was being driven, it could
strike a following vehicle and cause injury and/or property damage.” Dealers will install a new design
roof panel free of charge to correct the problem, NHTSA said in its recall notice. The safety recall is
expected to begin next month. Source:

http://money.cnn.com/2009/12/30/autos/GM Corvette recall.cnnw/index.htm

(National) Drivers flag worries over brakes on new Prius. Chat rooms such as Priuschat.com
dedicated to Toyota’s fuel-efficient hybrid are peppered with concerns raised by owners of the third-
generation Prius, which was launched for the 2010 model year. At least 33 complaints alleging safety
problems with the ‘10 Prius, most often involving braking issues have been filed with the National
Highway Traffic Safety Administration’s Office of Defects Investigation. NHTSA confirmed receiving
complaints, which are a matter of public record, but would not comment further. A Toyota
spokesman said no formal investigation is under way, but added that Internet traffic and other
complaints had made the company aware of the concerns. What happens next is uncertain. The
government could launch a formal investigation and, if it were to find evidence of a safety defect,
could work with the automaker to find a fix, which might ultimately lead to a recall. Prius brakes are
hybrids in their own right. When a motorist applies pressure to the brake pedal, the Prius brakes first
go into regenerative mode, recapturing kinetic energy normally lost and turning it into electric
current to recharge the vehicle’s batteries. For more aggressive stops, Prius uses a conventional,
hydraulic braking system. Several mechanics suggested it could be possible that the sensors
controlling the regenerative braking system might malfunction when the wheels are jarred by a hard
bump and briefly disengage, but an accurate determination has yet to be made. Source:
http://www.msnbc.msn.com/id/34611930/ns/business-autos/

DEFENSE INDUSTRIAL BASE SECTOR
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Fleet scrambles to meet BMD ship demand. No sooner did the Aegis ballistic missile defense system
become operational in 2008 than combatant commanders started asking for BMD-equipped ships to
begin patrolling their areas. U.S. Central Command needed a “shooter” in the northern Persian Gulf.
European Command wanted one in the eastern Mediterranean. Pacific Command already had Aegis
ships with limited BMD capabilities on guard around Japan for a potential launch from North Korea.
The demand for BMD ships is expected to increase, driven in part by rising concerns about Iran’s
intentions and the U.S. decision in September to cancel an anti-missile system in Poland and the
Czech Republic and rely instead on Aegis. But the Navy has a relatively small number of such ships,
and those destroyers and cruisers are designed to carry out a wide range of war-fighting tasks. As a
result, while Navy commanders are pleased with the expanding capabilities of their Aegis ships,
they’re also somewhat guarded about trumpeting the advances. “We can’t constrain assets to one
mission,” a senior officer said last month. “They need to do a variety of other missions.” Worries that
valuable Aegis ships might be locked into the BMD mission were discussed in December at a two-day
seminar at the National Defense University in Washington. The Navy is also working on how to
respond, said the director of the Navy Staff. “We have a small Navy today — the smallest since 1916
— yet we have a growing global demand for maritime forces, maritime security operations. And now
we have a growing demand for maritime ballistic missile defense. Our ships and our crews and our
systems are up to the challenge, but it’s a capacity issue for us,” the admiral said to a reporter during
the NDU seminar. Source: http://militarytimes.com/news/2010/01/navy aegis bmd 010410w/

EMERGENCY SERVICES

Calif. police building rigged to explode. Police officers and other members of a gang task force in
Southern California found their building had been rigged to explode Thursday, authorities said. At the
headquarters of the Hemet-San Jacinto Valley Anti-Gang Task Force, a gas line had been rerouted
through the office, said a Hemet police lieutenant. Given the amount of gas that had accumulated, a
spark could have ignited the building, he told KABC-TV, Los Angeles. “It could have easily leveled that
building — that’s about a 1,700-square-foot building — and killed anyone inside,” he said. “It was
planned to blow up the building and anyone in it. We’re not really sure why it didn’t.” Authorities
evacuated the building and shut down the gas as investigators examined the office. A Hemet police
lieutenant told the Los Angeles Times it is “an educated guess” that gang members are responsible.
The gang task force, formed five years ago, includes members of the Hemet Police Department, the
Riverside County Sheriff’s Department, the county probation office, the state parole office and the
district attorney’s office. Source: http://www.upi.com/Top News/US/2009/12/31/Calif-police-
building-rigged-to-explode/UPI1-60571262319191/

Mercury left in suspicious package in front of Antioch fire station. An Antioch fire station was
evacuated Wednesday and the bomb squad called in after someone left a suspicious duct-taped
lunchbox labeled “Danger” in front of the station. The package held two containers filled with
mercury. Investigators do not believe the anonymous package was left maliciously, but rather placed
there by someone who did not know how to properly dispose of the hazardous material it contained.
Police evacuated the station until the mercury was safely removed at 11 a.m. Firefighters meanwhile
worked out of another station. No one was injured and no spills occurred, police said.

Source: http://www.contracostatimes.com/crime-courts/ci 14096869?nclick_check=1
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Officials plan nationwide emergency alert test in Alaska. Officials say Alaska’s unique location has
put it on the forefront of emergency alerts. The state will be the first to test a live National
Emergency Message Code. In any emergency situation the goal is to alert the public as quickly and as
efficiently as possible. Recent public service announcements warn viewers and listeners of an
emergency code test that will hit airwaves at 10 a.m. on January 6. It’s an exercise to see if, during a
real national emergency, the word will reach the public. “This particular test is going to use the real
code if there was a national-level emergency and the president needed to talk to the American
public. It’s going to use the actual code that would be used during a national emergency,” said the
Chief of Operations at the Alaska Division of Homeland Security and Emergency Management. The
Emergency Action Notification Code can only be activated by the president. It has never been tested
before and officials say Alaska is the ideal location. Several FEMA and national homeland security
officials will come to Alaska to monitor the exercise that will operate out of Alaska’s homeland
security center. Source: http://www.ktuu.com/Global/story.asp?S=11745960

Thousands of dollars worth of copper stolen from EMS tower site. West Virginia state troopers are
investigating the theft of thousands of dollars worth of copper, which was reported stolen from the
Cabell County EMS, AT&T, and West Virginia State Trauma Emergency Medical System tower site
Monday, December 28. Damage to the site is valued at several thousands of dollars. At the time of
the theft, there was limited communications to all EMS and fire units, in the southern portion of
Cabell County. Source: http://wowktv.com/story.cfm?func=viewstory&storyid=72609

Police deaths decrease, but fatal shootings climb. Five ambush-style incidents that ended in the
shooting deaths of 15 police officers are putting a damper on a positive trend this year: The number
of officers who died in the line of duty was the lowest in 50 years. The National Law Enforcement
Officers Memorial Fund, which released its preliminary 2009 statistics Tuesday, reports that 124 law
enforcement officers died in the line of duty this year, down 7 percent from last year and the lowest
number since 1959. “When you consider there are three times the number of officers serving today
a_| that makes the numbers even more favorable,” the Fund’s CEO says. The decrease is
overshadowed by the spike in the number of officers killed by gunfire — 15 in multiple shootings, the
most of any year since 1981. The total number of officers shot and killed surged 23 percent since last
year to 48. More than 30 percent of the deaths happened in five incidents where one shooter killed

several officers. Source: http://www.usatoday.com/news/nation/2009-12-28-line-of-duty N.htm

Couple charged after interfering at house fire. A Lonaconing, Maryland woman and Burlington, West
Virginia man were both jailed early the morning of December 23 after allegedly interfering with a
firefighting operation taking place on Old Beechwood Road in Lonaconing. Firefighters were called
out at 1:35 a.m., according to the Allegany County 911 Center. While they were putting the house fire
out, the woman allegedly drove over and damaged a live fire hose, according to the Allegany County
Bureau of Police. Police said that firefighters requested the driver and passenger to stop and wait for
police to arrive. They allegedly got out of the car but then switched places and the man allegedly
became upset about being asked to wait. He was detained by the firefighters until police arrived. He
was then charged with driving under the influence and driving with a suspended license. The woman
was charged with driving while revoked, driving without insurance, vehicle displaying wrong tags, and
damaging a fire hose. Firefighters from Good Will, Midland, Barton, and Potomac companies and
Georges Creek Ambulance responded to the fire call. The fire was brought under control at 2:18 a.m.
and firefighters remained on the scene until 3 a.m., according to the 911 center. The Allegany County
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Roads Division also responded due to freezing water on the road. Source: http://www.times-
news.com/local/local story 357231453.html

ENERGY

Nothing Significant to Report

FoobD AND AGRICULTURE

Voluntary Recall of Nutty Guys Butter Toffee Peanuts and Yogurt Covered Peanuts

Nutty Guys is issuing a voluntary recall of all Butter Toffee Peanuts and Yogurt Covered Peanuts with
sell by dates before March 15th 2010. Insects were discovered in some of these products. If you have
affected Nutty Guys Products with a sell by date of March 15 2010 or earlier, please contact Nutty
Guys for instructions and refund (801-974-0633, www.nuttyguys.com).
http://www.fda.gov/Safety/Recalls/ucm196024.htm

Taiwan reinstates ban on some American beef. Taiwan’s parliament agreed to amend a food-safety
law to ban certain U.S. beef imports amid widespread fears over mad cow disease on the island,
potentially straining ties with the United States. Under the deal, minced beef, cow offal and beef
from cattle older than 30 months will not be allowed for import into Taiwan, the government-backed
Central News Agency reported. The move would abrogate a bilateral agreement signed by Taiwan
and the United States two months ago, officials from the U.S. Trade Representative’s office and the
U.S. Department of Agriculture said in a joint statement. “The proposed amendment’s provisions do
not have a basis in science or fact and thus in no way serve to protect Taiwan’s food supply,” the
statement said. Legislators will vote on the issue early next year, the president of Taiwan’s legislature
said. Taiwan first banned U.S. beef in December 2003, after the U.S. found its first case of mad cow
disease. In late October, Taiwan said it would lift the age restrictions and reopen its markets to U.S.
bone-in beef such as ribs and T-bone steaks. But the public as well as importers have questioned the
decision. Source: http://online.wsj.com/article/SB126213594603909711.html

E. coli outbreak expands to 16 states. An E. coli 0157:H7 outbreak tied to a nationwide recall of
mechanically tenderized steaks is now linked to 21 illnesses in 16 states, according to public health
officials. Oklahoma-based National Steak and Poultry (NSP) announced last week it was initiating a
recall of processed steak products after the Centers for Disease Control and Prevention (CDC) and the
U.S. Department of Agriculture’s (USDA’s) Food Safety and Inspection Service (FSIS) identified a
cluster of E. coli 0157:H7 ilinesses. According to the FSIS release, the outbreak is linked to illness in 6
states: Colorado, lowa, Kansas, Michigan, South Dakota, and Washington, but a CDC spokeswoman
confirmed this morning that 16 states are reporting E. coli cases tied to the outbreak. FSIS’s initial
release also indicates that the product was distributed to restaurants across the country. According
to NSP the product was distributed to Moe’s Southwest Grill, Carino’s Italian Grill, and KRM
restaurants located primarily in the 6 states initially connected to the outbreak. Neither the CDC nor
FSIS has released a complete list of states involved in the outbreak. There are 10 states with illnesses
connected to the outbreak that have yet to be named. Source:
http://www.foodsafetynews.com/2009/12/thechristmas-eve-recall-of-almost/
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Pressure rises to stop antibiotics in agriculture. More and more Americans — many of them living far
from barns and pastures — are at risk from the widespread practice of feeding livestock antibiotics.
These animals grow faster, but they can also develop drug-resistant infections that are passed on to
people. The issue is now gaining attention because of interest from a new White House
administration and a flurry of new research tying antibiotic use in animals to drug resistance in
people. Researchers say the overuse of antibiotics in humans and animals has led to a plague of drug-
resistant infections that killed more than 65,000 people in the U.S. last year — more than prostate
and breast cancer combined. And in a nation that used about 35 million pounds of antibiotics last
year, 70 percent of the drugs went to pigs, chickens and cows. Worldwide, it is 50 percent. Source:
http://www.nytimes.com/aponline/2009/12/29/us/AP-When-Drugs-Stop-Working-The-Meat-We-
Eat.html? r=1

Equine disease restricting horse transport into NM. An equine disease that can result in acute illness
and sometimes death is restricting the transport of some horses into New Mexico. The New Mexico
Livestock Board has barred the import of horses from Texas counties that have confirmed cases of
equine piroplasmosis. Racehorses will not be allowed to enter a New Mexico racetrack until they
have a negative equine pirophasmosis test within six months. A state veterinarian told the Ruidoso
News that the board has taken a proactive stand to protect the state’s racing industry as well as the
exhibition and breeding industry from the introduction of the disease. Equine pirophasmosis is a
blood parasite that causes blood loss, anemia, debilitation, and death in some acute cases. It is
primarily transmitted by certain species of ticks. Source:
http://www.newswest9.com/Global/story.asp?S=11757228

GOVERNMENT SECTOR (INCLUDING SCHOOLS & UNIVERSITIES)

Secret Service probes hanging Obama effigy. The mayor of former President Jimmy Carter’s
hometown says the city acted immediately to remove an effigy of the current U.S. President that was
found hanging from a building. The mayor said Monday he was shocked when the large black doll was
found Saturday morning on Main Street in the small Georgia town of Plains. A U.S. Secret Service
spokesman says the agency is investigating. He declined to elaborate. Footage from WALB-TV showed
the doll hanging by a noose in front of an official sign that says “Plains, Georgia. Home of Jimmy
Carter, our 39th President.” A witness told the television station that the doll wore a sign with the
President’s name on it, but the mayor says he could not read the sign on the doll because it was
curled up. Source: http://www.washingtonexaminer.com/nation/secret-service-probes-obama-
effigy-found-hanging-from-building-in-jimmy-carters-ga-hometown-80569